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FTC: Involve Parents in Data-Sharing  
On Children’s Mobile Devices
The Federal Trade Commission has released a report recommending that 
developers of mobile apps for kids reveal more information about how their 
programs collect and share users’ data and make these disclosures easy for 
parents to find.  

“The FTC has clearly signaled its intent to step up enforcement of its privacy 
regulations, and specifically those implemented under the Children’s Online  
Privacy Protection Act, against developers of mobile apps directed at children,” said 
Sideman & Bancroft partner Polly Dinkel.  

Under COPPA, the FTC requires “operators of online services (including interactive 
mobile apps) directed to children under age 13 to provide notice and obtain parental 
consent before collecting items of ‘personal information’ from children,” according to 
the agency’s Feb. 16 report. 

The FTC has already settled one COPPA enforcement action against a mobile app 
developer, the report noted.  

Additionally, the agency proposed changes to the language of COPPA’s implementing 
rule so it clearly applies to “mobile applications that allow children to play network-
connected games, engage in social networking activities, [and] purchase goods or 
services online.”

The FTC’s reaction shows the agency’s growing concern for “ability of mobile apps to 
access users’ information on devices automatically and to transmit this information 
invisibly to a wide variety of entities,” the report said.

This is especially true for mobile apps targeted at children.

Therefore, the FTC examined a random sample of kids’ mobile apps to see how they 
disclose their data collection and sharing practices in order for parents to make 
informed buying decisions.

The agency found very few kids’ mobile app developers provided parents with any 
information about “the type of data collected, the purposes for such collection, and 
who collected or obtained access to such data.”  
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To make informed decisions about whether an app is appropriate for their child, 
parents need to be able to easily find this information before they buy an app, the 
report stressed.  

Specifically, parents need to know about:

• The ability to make purchases through the app itself.

• Social network integration and other social features.

• Any in-app advertising, whether or not personalized based on the child’s in-app 
activities.

Based on the investigation, however, parents would have a hard time finding this 
information, if it is even available, the report warns

“Out of the entire set of 400 app promotion pages examined, only two (0.5 percent) 
linked to a developer landing page that disclosed information about data collection 
and sharing on the landing page itself,” the agency reported.  

The agency concluded that the developers, mobile app stores and third parties such 
as advertisers all need to get involved in making this environment safe.  

This report and the FTC’s recent COPPA enforcement action “are a warning call 
to industry that it must do more to provide parents with easily accessible, basic 
information about the mobile apps that their children use,” the agency said.

Attorney Scott Warner, an owner in Garvey, Shubert & Barer, noted that “the 
FTC’s report helps quantify the issue, allowing it to be framed to discover potential 
resolutions.”  

The report is available online at http://www.ftc.gov/os/2012/02/120216mobile_
apps_kids.pdf

App developers:

•  Provide privacy information through simple and short disclosures or icons 
that are easy to find and understand on a mobile device.

•  Provide information to parents about what information an app collects, 
how the app uses this information and with whom the app will share this 
information.

 • Alert parents if the app connects with social media sites or allows targeted 
advertising.

•  Disclose information about third parties that collect user information about 
the app, including relevant privacy practices.

 
App stores:

 •  Provide a more consistent way for developers to display information 
regarding their apps’ data collection practices and interactive features.

•   Enforce their agreements that require app developers to disclose the 
information their apps collect.

The FTC’s recommendations
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